UNIVERSITY OF NORTHERN BRITISH COLUMBIA
OFFICE OF GRADUATE PROGRAMS

Instructions for Digital Signatures

Please ensure you are running the latest version of Foxit Reader or Adobe Acrobat Reader DC (free download).
The signature fields also work in the most recent versions of Adobe Pro DC and Foxit Phantom. If you are having
problems with signing a form, first check to see if your software needs to be upgraded.

This walk through covers creating digital signatures in Foxit Reader and Adobe Acrobat Reader DC.

DIGITAL SIGNATURES IN FOXIT READER

Step 1: Click the signature field:

| have read and understand the above statement.

Signature of Student

Step 2: Choose “New ID” if you have not previously created a Digital ID

Sign Document *

Step 3: Chose “A new digital ID | want to create now”

Add Digital ID x

I want to sign this document using:

(O My existing digital ID from a file

@A new digital ID T want to create nowé

Cancel ext
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https://www.foxitsoftware.com/pdf-reader/
https://get.adobe.com/reader/
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Step 4: Chose ID Type

Decide whether or not you want to create a digital ID file or store your digital ID so that it is available in other
Windows applications.

Add Digital ID X

Where would you like to store your seff-signed digital 107

® Mew PKCS#12 digital ID file

Creates a new password protected digital ID flle that uses the standard PKCS#12 format.
This common digital ID file format is supported by most securtty software applications,
including major web browsers. PKC5#12 files have 2 .pfx or .p12 file extension.

O windows Certfficate Store

Your digital ID wil be stored in the Windows Certficate Store where it will ako be avaiable
to other Windows applications. The digital ID will be protected by your Windows lagin.

Cancel

Step 5: Enter your information

add Ligital 10 X

Enter your identity information to be used when generating the seffsigned certificate.

Name(e.g.John Smith):
Organizational Unit: sample Office

Organization Name: UNBC

Email Address: john.smith@unbc.ca

Country/Region: ‘m e o ‘
Key Algorithm: ‘lﬂzd—hrt RSA - ‘
Use Digital ID for: ‘Diglm\ Signatures and Data Encryption v ‘

Step 6: Decide where to save your signature and enter a password:

Add Digital ID X

Enter a fle location and password for your new digital 10 file. You wil need the password when
you use the digital 1D to sign or decrypt documents. You should make a note of the fiie location
50 that you can copy this fle for backup or other purposas.

File Name:

‘ Browse...

Password:

Confirm Password:

L 1

Cancel
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Step 7: Format Signature

From here, you can customize the format of your signature by clicking on Appearance Type. You can choose
what fields will appear, upload a picture of your handwritten signature, adjust the font size for the date and
more.

Sign Document X Configure Signature Style X
) :
son 2s: [ETESE T T Tt john Smith Signature
Preview

Certificate Issuer:  John Smith

Text For Signing

QOWSNW oo s e

Configure Graphic

Location: ‘ ‘

Reason: ‘ 1 am the author of this document v‘

(O No graphic
O Draw Draw Signature
Signature Preview Oname Setting
@ Imported graphic Browse...
Appearance Type: |Standard Style v
Opacity: B [100% [+
i [ao0%
=UNBC,
Configure Text
= - Mname  [Jlocation  [IDstingushed name  [logo
of this
document ) Date [JReason [Foxit version [ Lsbels
Location: your signing location here
Date: 2020-04-25 13:51:58 Setting
Foxit Reader Version: 9.7.1 B
Text Property
Apply to Multiple Files Sian Text Direction: i o

Step 8: Sign

Click the sign button. You will be prompted to save the file.

Sign Document X

Sign As: John Smith ~ Info...

Certificate Issuer:  John Smith

Text For Signing

Location:

Reason:

Signature Preview

Appearance Type: John Smith Signature “

ODWS““W s

Apply to Multiple Fies Sign Cancel

The signature field is now signed:

| have read and understand the above statement.

e John Smith
2020-04-28 13:42:24
Signature of Student

30f6



UNIVERSITY OF NORTHERN BRITISH COLUMBIA
OFFICE OF GRADUATE PROGRAMS

Digital Signatures in Adobe Acrobat DC Reader

Step 1: Click the signature field:

| have read and understand the above statement.
-

Signature of Student I

Step 2: Choose “New ID” if you have not previously created a Digital ID

Configure a Digital ID for signing x

A Digital D s required 0 Select the type of Digital ID:

Use a Signature Creation Device
Configure a smart card or token connected to your
computer

Use a Digital ID from a file
Import an existing Digital ID that you have
obtained as a file

Create a new Digital ID
Create your self-signed Digital ID

Cancel Continue

Step 3: Chose “Configure a new Digital ID”

sign with a Digital ID x

Choose the Digital ID that you want to use for signing:

o ew DI

Step 4: Chose ID Type

Decide whether or not you want to create a digital ID file or store your digital ID so that it is available in other
Windows applications.

Select the destination of the new Digital ID X

Digital IDs are typically o Q save to File
issued by trusted providers

Save the Digital ID to  file in your computer

ity.
d Digital ID may
Save to Windows Certificate Store

(] Q[g) Save the Digital ID to Windows Certificate Store to
be shared with other applications

Consult with your recipients
if this is an acceptable form
of authentication.
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Step 5: Enter your information

Create a self-signed Digital ID X
Enter the identity Name John Smith
information to be used for
creating the self-signed Organizational Unit Enter Organizational Unit.
Digital ID.
Digital IDs that are seff- Organization Name UNBC

signed by individuals do nat
provide the assurance that Email Address john.smith@unbe.ca
the ientity information is

valid. For this reason they CA - CANADA @

may not be accepted in Country/Region

some use cases.
Key Algorithm 2048-bit RSA ~
Use Digital ID for Digital Signatures ~

Step 6: Decide where to save your signature and enter a password:

Save the self-signed Digital ID to a file X

Your Digital ID will be saved at the following location :
Add a password to protect

the private key of the

Digital ID. You will ne=d this cAu mAppData\ Roaming\Adobe\Acrobat\D

password again to use the
Digital ID for signing.

Save the Digital ID fle in a Apply a password to protect the Digital ID:

known location so that you
can copy or backup it. | ]

Confirm the password:

Step 7: Format Signature

From here, you can customize the format of your signature. Select the ID you just created and click “continue”
and then “create”. You can choose what fields will appear, upload a picture of your handwritten signature,
adjust the font size for the date and more.

Sign with a Digital ID X Sign as "John Smith"” x

Choose the Digital ID that you want to use for signing Appearance  Standard Text v

° F—% i:?erd‘ S)Tli::'n(zir?\il:"E‘xzrfg:)ZUZS.DA‘EQ View betals J O h n Dlglta”y Slgned
by John Smith

Smlth Date: 2020.04.29
08:02:10 -07'00'
View Certificate Details
Review document content that may affect signing
[Enter the Digital ID PIN or Password...
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To upload an image of your signature, select “image” and then “browse” to the image you want to use. Note
that your image file must be in PDF format. You can select the text that will appear beside your signature as

well. Once you have formatted your signature, click “save”.

c the Sig PP x
g @ O
Text Draw Image None
Digitally signed by
<your common
name here>,
Date: 2020.08.29
08:05:01 -07'0%
Browse Clear
Include Text Text Direction
BnName Opistinguished Name A = | =
Date OAdobe Acrabat Version e
Blogo OLocation
[Reason BLabels CEEETED v

Step 8: Sign

Customize the Signature Appearance x
E g EI ®
Text Draw age

<your common

N \TH name here>
2020.04.29
08:10:29 -07' 00'
:‘::ﬂ:’“ Dbistinguished Name T:::im:" =

B Date Dadobe Acrobat Version

Digits format
DOlogo DLocation
OReason Diabels UEEESEH v

Enter your password and click “sign”. You will be prompted to save the file.

Sign as "John Smith" X

John Smith
WITH 5020.04.29
08:13:02 -07'00"

Appearance  John Smith ~

View Certificate Details

Review document content that may affect signing

The document is now signed.

| have read and understand the above statement.
j“““g“” John Smith

2020.04.29 08:14:03 -07'00"
Signature of Student
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